Project Monitoring System

1. Grafana monitor CPU dan Memory
Setup Grafana, Prometheus dan node exporter menggunakan docker compose.

ubuntu@ip-10-130-15-144:

docker-compose.yml

dashboards.yaml
my_dashboard.json

L datasources.yaml
prometheus.yml

$ nano docker-compose.yml

version: '3'

services:

prometheus:

image: prom/prometheus:latest

command:

- --storage.tsdb.retention.time=7d

- --config.file=/etc/prometheus/prometheus.ymi
ports:

- "9090:9090"

volumes:

- /prometheus.yml:/etc/prometheus/prometheus.ymi
grafana:

image: grafana/grafana:latest

ports:

- "3000:3000"

volumes:

- ./grafana-provisioning/dashboards:/etc/grafana/provisioning/dashboards
- ./grafana-provisioning/datasources:/etc/grafana/provisioning/datasources
node_exporter_1:

image: prom/node-exporter:latest

ports:

- "9100:9100"

node_exporter_2:

image: prom/node-exporter:latest

ports:

-"9101:9100"

$ nano prometheus.yml

# prometheus.yml

scrape_configs:

- job_name: 'node’

scrape_interval: 5s

static_configs:

- targets: ['node_exporter_1:9100', 'node_exporter_2:91001]



$ nano dashboards.yami
apiVersion: 1
providers:
- name: 'default’

orgld: 1

folder: "

type: file

disableDeletion: false

editable: true

options:

path: /etc/grafana/provisioning/dashboards

$ nano my_dashboard.json
{
"annotations": {
"list": [
{
"builtln™: 1,
"datasource”: {
"type": "grafana”,
"uid": "-- Grafana --"

¥

nable": true,

"hide": true,

"iconColor": "rgba(0, 211, 255, 1)",
"name": "Annotations & Alerts",
"type": "dashboard"

}

]
}
"editable": true,
"fiscal YearStartMonth™: 0,
"graphTooltip": 0,
"links™: [],
"panels": [

{

"datasource": {

"type": "prometheus”,
"uid": "PBFA97CFB590B2093"

}

"fieldConfig": {
"defaults": {

"color": {

"mode™: "palette-classic”

}

"custom™: {
"axisBorderShow": false,
"axisCenteredZero": false,
"axisColorMode": "text",
"axisLabel": "",
"axisPlacement": "auto",
"pbarAlignment": 0,



"barWidthFactor": 0.6,
"drawStyle™: "line",
"fillOpacity™: 0,
"gradientMode™: "none",
"hideFrom™: {

"legend": false,

"tooltip™: false,

"viz": false

¥

insertNulls": false,

"linelnterpolation™: "linear",

"lineWidth™: 1,

"pointSize™: 5,

"scaleDistribution™: {
"type": "linear"

}

"showPoints™: "auto”,

"spanNulls": false,

"stacking™: {
"group™: "A",
"mode": "none"

3

"thresholdsStyle": {

"mode": "off"

}
}
"mappings": [],
"thresholds": {
"mode": "absolute"”,
"steps™: [
{

"color™: "green",
"value": null

2
{

"color": "red",
"value": 80

¥
]
¥

' verrides": []

¥

.

"gridPos™: {
"h": 8,
"w': 12,
"x": 0,
"y": 0

}

"id"™: 1,
"options™: {
"legend": {



"calcs": [],
"displayMode™: "list",
"placement”: "bottom",
"showLegend": true

¥

"tooltip™: {
"mode": "single",
"sort": "none"
}
h
"targets": [
{
"datasource™: {
"type": "prometheus"”,
"uid": "PBFA97CFB590B2093"
o
"expr: "100 - (avg(irate(node_cpu_seconds_total{mode="idle’}[5m])) by (instance) * 100)",
"legendFormat™: "{{ instance }}",
"refld": "A"

¥

timeFrom": "1h",
"title™: "CPU Usage",
"type": "timeseries”

]

b
{

"datasource": {

"type": "prometheus",

"uid": "PBFA97CFB590B2093"
}
"fieldConfig™: {

"defaults": {

"color": {

"mode": "palette-classic"

}

"custom™: {
"axisBorderShow": false,
"axisCenteredZero": false,
"axisColorMode": "text",
"axisLabel™: "",
"axisPlacement™: "auto",
"pbarAlignment": 0,
"barWidthFactor™: 0.6,
"drawStyle™: "line",
"fillOpacity™: 0,
"gradientMode™: "none",
"hideFrom™: {

"legend": false,
"tooltip™: false,
"viz": false

¥

insertNulls": false,



"linelnterpolation™: "linear",
"lineWidth™: 1,

"pointSize™: 5,

"scaleDistribution™: {
"type": "linear"

h

"showPoints™: "auto",
"spanNulls": false,

"stacking™: {
"group™: "A",
"mode": "none"

3

"thresholdsStyle™: {
"mode": "off"

¥

appings": [],
"thresholds™: {
"mode": "absolute”,
"steps™: [
{
"color": "green",
"value": null

¥

h
{
"color": "red",
"value": 80
}
]
¥
h
"overrides": []
3
"gridPos™: {
"h": 8,
"w' 12,
"x": 0,
"y 8
}
"id™: 2,
"options": {
"legend™: {
"calcs™: [],
"displayMode™: "list",
"placement”: "bottom",
"showLegend": true
h
"tooltip™: {
"mode": "single",
"sort": "none"
¥
3



"targets": [
{
"datasource": {
"type": "prometheus"”,
"uid": "PBFA97CFB590B2093"
8
"expr": "node_memory_MemTotal_bytes - node_memory_MemFree_bytes",
"legendFormat”: "{{ instance }}",
"refld": "A"
¥
1
"timeFrom™: "1h",
"title": "Memory Usage",
"type": "timeseries"

I
{

"datasource": {

"type": "prometheus”,

"uid": "PBFA97CFB590B2093"
3
"fieldConfig": {

"defaults": {

"color™: {
"mode": "palette-classic”
3
"custom™: {
"axisBorderShow": false,
"axisCenteredZero": false,
"axisColorMode™": "text",
"axisLabel": "",
"axisPlacement™: "auto",
"pbarAlignment": 0,
"barWidthFactor": 0.6,
"drawStyle": "bars",
"fillOpacity": 0,
"gradientMode™: "none",
"hideFrom™: {
"legend": false,
"tooltip": false,
"viz": false

¥

insertNulls": false,

"linelnterpolation™: "linear",

"lineWidth": 1,

"pointSize™: 5,

"scaleDistribution™: {
"type™: "linear"

}

"showPoints": "auto",
"spanNulls": false,
"stacking": {
"group™: "A",



"mode": "none"
+
"thresholdsStyle": {

Ilmodell: lloﬁll

¥

appings": [,
"thresholds™: {
"mode": "absolute",
"steps™: [
{
"color™: "green",
"value": null

¥

}
{
"color™: "red",
"value": 80
}
]
}

' verrides": []

¥

h
"gridPos™: {
"h": 8,
"w' 12,
"x": 0,
"y": 16
}
"id": 3,
"options": {
"legend™: {
"calcs™: [],
"displayMode": "list",
"placement”: "bottom",
"showLegend": true
h
"tooltip": {
"mode™: "single",
"sort": "none"

¥

argets™: [
{
"datasource": {
"type": "prometheus"”,
"uid": "PBFA97CFB590B2093"

¥

8
"expr: "node_filesystem_size bytes{fstype!~'tmpfs|squashfs'} -
node_filesystem_free_ bytes{fstype!~'tmpfs|squashfs}",
"legendFormat": "{{ instance }}",
"refld": "A"



¥

timeFrom": "1h",
"title™: "Disk Usage",
"type": "timeseries"

¥

schema\ersion™: 39,

"tags™: [],

"templating": {
"list": []

}

"time™: {

“from": "now-1h",

"to": "now"

]

]

}
"timepicker": {
"refresh_intervals": [
"bs",
"10s",
"30s",
"Im",
"5m",
"15m",
"30m",
"1h",
"2h",
llldll
]

ime_options": [
"5m",
"15m",
"1h",
"6h",
"12h",
"24h",
"2d",
"7d",
"30d"

]
}

"timezone": "browser",

"title": "Node Monitoring",
"uid": "prod-node-monitoring”,
"version™: 1,

"weekStart": "



$ nano datasources.yaml
apiVersion: 1

datasources:

- name: Prometheus

type: prometheus

url: http://prometheus:9090
access: proxy

$ docker- compose up -d
$ docker compose ps -a
Mari kita cek via browser apakah sudah bisa diakses untuk Grafana dan prometheus.

ubuntu@ip-10-138-15 4: $ docker compose ps -a
NAME COMMAND SERVICE STATUS PORTS

grafana-grafana-1 "/run.sh" grafana running 0.0.0.0:3000->3000/tcp, :::3000->3000/tcp
grafana-node_exporter_1-1 "/bin/node_exporter" node_exporter_1 running 0.0.0.0:9100->9100/tcp, :::9100->9100/tcp
grafana-node_exporter_2-1  "/bin/node_exporter” node_exporter_2 running 0.0.0.0:9101->9100/tcp, :::9101->9100/tcp
grafana-prometheus-1 "/bin/prometheus --s.."  prometheus running 0.0.0.0:9090->9090/tcp, :::9090->9090/tcp
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2. Create alert CPU dan notifikasi alert
Buat contact points telegram_alert

Contact points

Update contact point

Name *

telegram_alert

Integration

Telegram

BOT API Token

Configured

Chat ID

254541939

> Optional Telegram settings

> Notification settings

+ Add contact point integration



Alert rules

2. Define query and alert condition
C ] e on & Need help?
Prometheus @® Options ~

Kick start your query ®

Run queries

Metrics browser > vg(irate(node cpu_seconds_total{mode="idle’}[5m])) by (instance) * 100)

Options

WVASINAA AN CA DA ARAPA A NAA A AT LN

o
17:40 17:45 17:50 17:55 18:00 18:05

= node_exporter_1:9100 == node_exporter_2:9100

Add query
Rule type
elect whe @ Need help?

Grafana-managed

Expressions

B Reduce Set as ¢ nw C Threshold

Input A

Function Last Mode Drop Non-numeric V...

{instance="node_exporter_1:9100"}

0%}

Add expression v & Preview

3. Set evaluation behavior

Define how the alert rule evaluated. @ Need help?

Folder

alert
Evaluation group and interval

alert

Pending period

m None [fm | 2m 3m 4m 5m

> Configure no data and error handling

+ New folder

+ New evaluation group

v Alert condition




4. Configure labels and notifications

Labels

@ Need help?

No labels selected + Add labels

Notifications

Select contact point
@ Need help?

Alertmanager: {L grafana

Contact point

telegram_alert

<] Telegram

Muting, grouping and timings (optional)

= Home > Alerting

Grafana & Export rules

v [ alert > alert 1 normal ® | 2 % &

i Normal

B8 Gotodashboard 88 Gotopanel  © Show state history

2 normal

instance node_exporter 1:9100 | +4 common labels

instance node_exporter_2:9100  +4 common labels




Test alert ke telegram

Test contact point

5. Add annotations

Summary (optional)

Test Alert CPU

Description (optional)

Runbook URL (optional)

Please open http://testCPU.only

+ Add custom annotation @ Link dashboard and panel

Labels

y. @ Need help?

+ Add more

Send test notification

alertmanager=grafana&matcher=alertname%3DTestAlert&match
er=instance%3DGrafana

**Firing**

Value: [no value]

Labels:

- alertname = TestAlert

- instance = Grafana

Annotations:

- runbook_url = Please open http:/testCPU.only

- summary = Test Alert CPU

Silence: http://localhost:3000/alerting/silence/new?
alertmanager=grafana&matcher=alertname%3DTestAlert&match
er=instance%3DGrafana

©






